REGULATION (EU) 2024/2847 - CYBER RESILIENCE ACT

Official Journal EN
of the European Union L series

2024/2847 20.11.2024

2024/2847 20.11.2024

REGULATION (EU) 2024,‘2847 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
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of 23 October 2024
2024 £ 10 A 23 H

on horizontal cybersecurity requirements for products with digital elements and amending
Regulations (EU) No 168/2013 and (EU) No 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act)

KT AERFE TR RN 2ER, IHEITE (EU) 168/2013 S (EU) 2019/1020 S45WI K4 (EUD
2020/1828 S84 ( (MEIPEILEZE) )

(Text with EEA relevance)

CH M 2D XA R SCA)

THE EUROFEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
R 22 AR B = 2

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114 thereof,

LT (RRNBEERIZITARL) , KHIRESE 114 4,

Having regard to the proposal from the European Commission,

B TRCHZ B2 IR,

After transmission of the draft legislative act to the national parliaments,

TERSLIEFERIET B FIL 2 25,

Having regard to the opinion of the European Economic and Social Committee (%),

BETHMMEF IR AR (1),

After consulting the Committee of the Regions,

FEAEIIIX & R 25,

Acting in accordance with the ordinary legislative procedure (%),

TWIE AR (2)

Whereas:
BFUUR M

(1) Cybersecurity is one of the key challenges for the Union. The number and variety of connected devices will rise
exponentially in the coming years. Cyberattacks represent a matter of public interest as they have a critical impact
not only on the Union's economy, but also on democracy as well as consumer safety and health. It is therefore
necessary to strengthen the Union's approach to cybersecurity, address cyber resilience at Union level and improve
the functioning of the internal market by laying down a uniform legal framework for essential cybersecurity
requirements for placing products with digital elements on the Union market. Two major problems adding costs for
users and society should be addressed: a low level of cybersecurity of products with digital elements, reflected by
widespread vulnerabilities and the insufficient and inconsistent provision of security updates to address them, and an
insufficient understanding and access to information by users, preventing them from choosing products with
adequate cybersecurity properties or using them in a secure manner.
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{2)  This Regulation aims to set the boundary conditions for the development of secure products with digital elements by
ensuring that hardware and software products are placed on the market with fewer vulnerabilities and that
manufacturers take security seriously throughout a product’s lifecycle. It also aims to create conditions allowing
users to take cybersecurity into account when selecting and using products with digital elements, for example by

improving transparency with regard to the support period for products with digital elements made available on the
market.

(2) REBIBAEBREITR LR RAE T IO IEAFNE, BRSO FREAE S e 2D, F i DR R AE

77 b AN R N B A 2 . AR BIE BAE QG S, SR AR SR AN A T R A B Ju 3R 7™ i I RES 25 18 ) 2%
ZAREK, BlnsE S e B i SR IR &

(%  Relevant Union law in force comprises several sets of horizontal rules that address certain aspects linked to
cybersecurity from different angles, including measures to improve the security of the digital supply chain. However,
existing Union law related to cybersecurity, including Regulation (EU) 2019881 of the Furopean Parliament and of
the Council {*) and Directive (EU) 20222555 of the European Parliament and of the Council {*), does not directly
cover mandatory requirements for the security of products with digital elements.

(3) BUTHIRER BT 35 228 AN IR A L AR TR 0 226 22 A RH OGS TR g JUU e rp B3 5t B B M B 2 A PO i it . 2R
1M, IATER B 2% 22 4k, AR S M F 2 (EU) 2019/881 5401 (3) K (EU) 2022/2555 S84
(4) , FEREBMRFTE X BA R T I0E" ih eVE sb fE 2ZR .

] 0] C 100, 16.3.2023, p. 101.
) Position of the European Parliament of 12 March 2024 {not yet published in the Official Journal) and decision of the Couneil of
10 October 2024,
{9 Regulation (EU) 2019(881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Agency
for Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regulation (EU)
No 526/2013 {Cybersecurity Act) (O] L 151, 7.6.2019, p. 15).
Iyl Directive (EU) 2022{2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common
level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU} 20181972, and repealing
Directive (EU) 2016/1148 (NIS 2 Directive) (O] L 333, 27.12.2022, p. 80).
(1) (REETTAMR) € 100, 2023 3 H 16 H, # 101 1. (2) KMl 2024 F3 A 12 HIY GERTIET (BEIFAHR) O &
HHEL 2024 10 A 10 HE. (3) BRI MEFH S 2019 4 [ 17 HR TN 2 4R (ENISA) FIE FOBE AR 4224
WE. FFRIES (EU) 526/2013 SGIME (EU) 2019/881 S0 ( (M&%aiEt) ) ( (BEETAIMY L 151, 2019 46 A 7
Hy #1570 o (4) BN SMESER 2022 F 12 1 14 HR TR EER LI R KF Mg 24, BIT% (EU) 910/2014 5%
ME (EU) 2018/1972 FHRAIFKIES (EU) 2016/1148 SIRAMHE (EU) 2022/2555 S84 (NIS 2 454D ( (BB AR) L

333, 2022 %12 H 27 H, %80 T .

ELL http://data.europa.eufelijreg/2024/2847 o] 1/81
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(4 While existing Union law applies to certain products with digital elements, there is no horizontal Union regulatory
framework establishing comprehensive cybersecurity requirements for all products with digital elements. The
various acts and initiatives taken thus far at Union and national levels only partially address the identified
cybersecurity-related problems and risks, creating a legislative patchwork within the internal market, increasing legal
uncertainty for both manufacturers and users of those products and adding an unnecessary burden on businesses
and organisations to comply with a number of requirements and obligations for similar types of products. The
cybersecurity of those products has a particularly strong cross-border dimension, as products with digital elements
manufactured in one Member State or third country are often used by organisations and consumers across the entire
internal market. This makes it necessary to regulate the field at Union level to ensure a harmonised regulatory
framework and legal certainty for users, organisations and businesses, including microenterprises and small and
medium-sized enterprises as defined in the Annex to Commission Recommendation 2003/361/EC (%). The Union
regulatory landscape should be harmonised by introducing horizontal cybersecurity requirements for products with
digital elements. In addition, legal certainty for economic operators and users, as well as a better harmonisation of
the internal market and proportionality for microenterprises and small and medium-sized enterprises, creating more
viable conditions for economic operators aiming to enter that market, should be ensured across the Union.

(4) JEDUTRERIEAE TR B A Hr o Rk 7™ i, (HJC R R 1 (B R I HESE, NP B e o R 7 i e
A W28 2 A BR o 324 D 1 E AR R RN B 7 L2 R R 246 00 & S 26, DR i o T LU R P 246 22 A i L XU,
BN AR TS E R oAb, SN T R R 5 7 VAR AN 1, A b b AN 2 DR 75 X SR8 SR ST 22 2 R B S5 TR
FHAAZLH G o U™ S IR 0 265 2 4 B AT R I W R SR I, DR DR Bl 0 R B = [ s (K R AT B s R i i, 4
TEREEA WA TTIA R S R . DI, A SR RO 2 I X — U, ARG — RO ERERE, IR AUk
ik (EFEZEREEWY 2003/361/EC MHAFRTE CHIRALARNY U /N AL (5 ) SRR . Ruld 51 e B
AHFITOR IR R LS 22 AR, IR I I . AN, IR RIS A8 R P AR E I . s
PRSI R L, I RO iR Aoll K rh /N R A R LA SN, AT AUkt N AT 3 (22 57 278 3 BI3E S mT AT I 2% 1

{(5)  As regards microenterprises and small and medium-sized enterprises, when determining the category an enterprise
falls into, the provisions of the Annex to Recommendation 2003/361/EC should be applied in their entirety.
Therefore, when calculating the staff headcount and financial ceilings determining the enterprise categories, the
provisions of Article 6 of the Annex to Recommendation 2003/361/EC on establishing the data of an enterprise in

consideration of specific types of enterprises, such as partner enterprises or linked enterprises, should also be
applied.

() X TR AN, AR E AL T 2RI, REEE I 2003/361/EC MFHIE . Bk, fEiHRE R
SE AP 5 TN BB S5 BRI, S P Z 56 & 2ok T A Bl e, 775 18 A Ik A M BORHR A b AR 52 26
R

{6)  The Commission should provide guidance to assist economic operators, in particular microenterprises and small and
medium-sized enterprises, in the application of this Regulation. Such guidance should cover, inter alia, the scope of
this Regulation, in particular remote data processing and its implications for free and open-source software
developers, the application of the criteria used to determine support periods for products with digital elements, the
interplay between this Regulation and other Union law and the concept of substantial modification.

(6) MRMERSMIRMIRT, DIMBIATREF, Fnl2 il /N @ A% 6] 28 SRR AL, N

ARSI E T, JCHZ R A B S S B e IR I A BRI 1 58 A 307 Tu R b SR R B R F AR v (3
Rl A5 H AR 2 R IR R DLRSER PR S .
{7y At Union level, various programmatic and political documents, such as the Joint communication of the Commission
and the High Representative of the Union for Foreign Affairs and Security Policy of 16 December 2020, entitled ‘The
EU's Cybersecurity Strategy for the Digital Decade’, the Council Conclusions of 2 December 2020 on the
cybersecurity of connected devices and of 23 May 2022 on the development of the European Union's cyber posture
and the European Parliament resolution of 10 June 2021 on the EUs Cybersecurity Strategy for the Digital
Decade (%), have called for specific Union cybersecurity requirements for digital or connected products, with several
third countries introducing measures to address this issue on their own initiative. In the final report of the
Conference on the Future of Europe, citizens called for ‘a stronger role for the EU in countering cybersecurity

threats’. In order for the Union to play a leading international role in the field of cybersecurity, it is important to
establish an ambitious regulatory framework.

(7) R EH, 200 RIE LB SO — —flnE R 2 SRS M Z 2B R AR 2020 4F 12 H 16 H KA
R (WK E T AR A 2 A g ) B IER . Bl 2020 F 12 H 2 HRTEM &M% 22418 2022 F 5
H 23 HRTRBEREMEEAMLER, DKM 2021 4 6 A 10 H R TR E 7T M% 2 4R il (6) —
— YU IE B Bl i BRI 7 R R T R X 2% 22 A R A A = R O SRR AR X — . AERRIH R R 2
WU R AR T S oy BRI R SR I X o0 % 2 e B 75 TR A # BE A AR o D9 R B P 4 22 A OB R 1 FRL B LR, 3o
T2l 20 ) M B RE SR - 73 B 2L
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{8)  Toincrease the overall level of cybersecurity of all products with digital elements placed on the internal market, it is
necessary to introduce objective-oriented and technology-neutral essential cybersecurity requirements for those
products that apply horizontally.

(8) N TR m BN T 7 T BAT B 03 S K BRI 4 22 427K, A7 D AT XX e i TN H AR 1] . BR i S2 H.
W33 P AR A N 2% 22 A R

{9  Under certain conditions, all products with digital elements integrated in or connected to a larger electronic
information system can serve as an attack vector for malicious actors. As a result, even hardware and software
considered to be less critical can facilitate the initial compromise of a device or network, enabling malicious actors to
gain privileged access to a system or to move laterally across systems. Manufacturers should therefore ensure that all
products with digital elements are designed and developed in accordance with the essential cybersecurity
requirements laid down in this Regulation. That obligation relates to both products that can be connected physically
via hardware interfaces and products that are connected logically, such as via network sockets, pipes, files,
application programming interfaces or any other types of software interface. As cyber threats can propagate through
various products with digital elements before reaching a certain target, for example by chaining together multiple
vulnerability exploits, manufacturers should also ensure the cybersecurity of products with digital elements that are
only indirectly connected to other devices or networks.

() TERFESRMT, AR T ERNETEE RGNS SR B AR IR 5, AR RAT N Bt &t .
R, BRI A TR A R A AR A, m] R AR A ¥ 4 B 28 e W SZ AR, AR REAT 9 3RAF RGBT Tr) AL
W, BRERGIZIMREFEE). Ik, H& S IR PR B Er e 3R 7 i A% RS S B 5 O A I 2% 222 4 R BEAT B0 A
TER . BT S5 BRI POm i e O AT W SRR i, W SOl Mg B, BIE. SO, R 9w AR B O B A 51
PR D BEAT I BRI 77 i o T2 R R 2 AN B e e R 0 AR R A BIR R E B AR, ) dnidd B BCR F 2NN
T, o3 R DR 5 P At 18 £ B 45 (] e 4 I B A B e R 7 T I 8 22 4

{)  Commission Recommendation 2003[361/EC of 6 May 2003 concerning the definition of micro, small and medium-sized

enterprises (O] L 124, 20.5.2003, p. 36).

*) 0] C 67, 8.2.2022, p. 81.

(5) #iA2 2003 F 5 H 6 HRTHMA. AR RAE LHT#IL 2003/361/EC ( (BEHETT A L 124, 2003 4 5 H 20 H,

3670 . (6) (EEHFAR)Y C 67, 2022 F2 A 8 H, 81 T,

2(81 ELL: hetp:f]data.curopa.cufelifreg/2024/2847 o]

0] L, 20.11.2024 EN

{10} By laying down cybersecurity requirements for placing on the market products with digital elements, it is intended
that the cybersecurity of those products for consumers and businesses alike be enhanced. Those requirements will
also ensure that cybersecurity is taken into account throughout supply chains, making final products with digital
elements and their components more secure. This also includes requirements for placing on the market consumer
products with digital elements intended for vulnerable consumers, such as toys and baby monitoring systems.
Consumer products with digital elements categorised in this Regulation as important products with digital elements
present a higher cybersecurity risk by performing a function which carries a significant risk of adverse effects in
terms of its intensity and ability to damage the health, security or safety of users of such products, and should
undergo a stricter conformity assessment procedure. This applies to such products as smart home products with
security functionalities, including smart door locks, baby monitoring systems and alarm systems, connected toys and
personal wearable health technology. Furthermore, the stricter conformity assessment procedures that other
products with digital elements categorised in this Regulation as important or critical products with digital elements
are required to undergo, will contribute to preventing potential negative impacts on consumers of the exploitation of
vulnerabilities.

(10) I HE RA BT ICR I S BRI BT 65 026 22 A TR, 5 A () I 5 v v 28 A0 Aol S P b 5™ i et £ o 2%
LAV IREEERIS R R AR B R B T 5 B R 26 2 4, AT de 27 it S LA PR SN 22 4. R BAEEE W B R . BLI
IR G I ) 553 B I R A B TR IO 7 R BT EOR . ARSI RSONE R R A BT or R S, R ThRER
REIE ARAR LB . L AR T P R . 22 QR B 22 A R AN T SR T A vt X % 2 e DA, APk N4 52 8 77 9% 755 4 PP At
Fro EMTBA LR ERER 6, BREREIBL ZILET RGAIRE RS, BNBUE DU A AT 7 Jfid R .
B, ASSR A VA2 0y i 2 G i 14 LAt AT iy TG 3R (07 R UG R AT S VPN AR T, AT B T B R R 4 9
I R EAN RS o
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{11} The purpose of this Regulation is to ensure a high level of cybersecurity of products with digital elements and their
integrated remote data processing solutions. Such remote data processing solutions should be defined as data
processing at a distance for which the software is designed and developed by or on behalf of the manufacturer of the
product with digital elements concerned, the absence of which would prevent the product with digital elements from
performing one of its functions. That approach ensures that such products are adequately secured in their entirety by
their manufacturers, irrespective of whether data is processed or stored locally on the user's device or remotely by
the manufacturer. At the same time, processing or storage at a distance falls within the scope of this Regulation only
in so far as it is necessary for a product with digital elements to perform its functions. Such processing or storage at
a distance includes the situation where a mobile application requires access to an application programming interface
or to a database provided by means of a service developed by the manufacturer. In such a case, the service falls
within the scope of this Regulation as a remote data processing solution. The requirements concerning the remote
data processing solutions falling within the scope of this Regulation do therefore not entail technical, operational or
organisational measures aiming to manage the risks posed to the security of a manufacturer's network and
information systems as a whole.

(120 ARG B IR BT TR M7 i S R B A FAR D TT R B A BRI 4 2 4o SR A Ak 7
FERRTT SENLE U HIAR SC BAT BT T AR IR i R A i SRR BT P A I B B S B Re Re Be A B, B bz b 2, 1%
7 A AETCIEAT HIE TN B« AR 2 DR TC T8 B 28 P P B8 AR A 2 o 05 P RE AL B A7 A, )36 R 2200077 i B AR AH
AR AR, KA ERRAL P A 2 7 fh SE UL DI RE T L F I, A R T ARG . i, Rosh RIS /5 227 1 B A2
7 g R 101 B 1368 72 T A AR 25 4 B R el P ey, 22 55 BV T R B AL AR D T 38 . DRI, AR SR BRHZ AR R TT SR A
RN I B AR BRI 7 B RS B R G KR . 1878 B ST -

(12} Cloud solutions constitute remote data processing solutions within the meaning of this Regulation only if they meet
the definition laid down in this Regulation. For example, cloud enabled functionalities provided by a manufacturer of
smart home devices that enable users to control the device at a distance fall within the scope of this Regulation. On
the other hand, websites that do not support the functionality of a product with digital elements, or cloud services
designed and developed outside the responsibility of a manufacturer of a product with digital elements do not fall
within the scope of this Regulation. Directive (EU) 2022/2555 applies to cloud computing services and cloud service
models, such as Software as a Service (Saa$), Platform as a Service (PaaS) or Infrastructure as a Service (laaS). Entities
providing cloud computing services in the Union which qualify as medium-sized enterprises under Article 2 of the
Annex to Recommendation 2003361 /EC, or exceed the ceilings for medium-sized enterprises provided for in
paragraph 1 of that Article, fall within the scope of that Directive.

(12) ZfRPTT EANTERF A AR 5] 58 SIS A4 H B PR A B AR R 7 6o 0, R R 5% 146 I 4R Bk 1) = o Th e, A
PRI A, R T AKGINE . A, A RA BT R N IR, B AR R G R DA
TWHEAN TR ZIRS, AR THERGE. 184 (EU) 2022/2555 &R T miF RS KRR, Flanirr IR S
(SaaS) . TEHRS (PaaS) FIFEREHERIRS (laaS) KRS HHERS . RIEEIN 2003/361/EC i1FE 2
SR T RV G I 225 58 1 T HLE T R Ak B RSk, R LR

{13} In line with the objective of this Regulation to remove obstacles to the free movement of products with digital
elements, Member States should not impede, for the matters covered by this Regulation, the making available on the
market of products with digital elements which comply with this Regulation. Therefore, for matters harmonised by
this Regulation, Member States cannot impose additional cybersecurity requirements for the making available on the
market of products with digital elements. Any entity, public or private, can however establish additional
requirements to those laid down in this Regulation for the procurement or use of products with digital elements for
its specific purposes, and can therefore choose to use products with digital elements that meet stricter or more
specific cybersecurity requirements than those applicable for the making available on the market under this
Regulation. Without prejudice to Directives 201424 /EU () and 2014/25/EU (%) of the European Parliament and of
the Council, when procuring products with digital elements, which must comply with the essential cybersecurity
requirements laid down in this Regulation, including those relating to vulnerability handling, Member States should

(13) A%GIEEHREA S ICRN W E BRUBAERG . Kk, SHFAZGIRES M FH, W& E AR AR & A%
FERIETT S AR AR ST AKBI SO I, 0t E AR R S T PR AR B A I g e AR . SR, ARASAA
AT LA HAREE H RGBS R G B0 70 3 (07 e R AR 2 BT ER DRI T DA 436 L b T 2 4 (b SR o 7 A% B
BRI 22 A BRI P o AEANREMERIN I S RIS 384 2014/24/EU (7) J 2014/25/EU (8) MR, KiE
TERIE U I 5 A2 0 I 4 52 A FEAREDR. CEASRIFA I ZR) M AA BT e R, R

) Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public procurement and repealing
Directive 2004(18(EC (O] L 94, 28.3.2014, p. 65).
) Directive 201425(EU of the European Parliament and of the Council of 26 February 2014 on procurement by entities operating in
the water, energy, transport and postal services sectors and repealing Directive 2004/17[EC (O] L 94, 28.3.2014, p. 243).
(7)) B2 ML 2014 4 2 A 26 AR TAICRMIEEILIES 2004/18/EC Mii4 2014/24/EU ( (KEETT A1) L 94, 2014
F3 A28 H, HesiD . (8) MMNEMEHEE 2014 F2 A 26 HRTKS. G @5 IREUR 55 SUR LRI I 22 1E 15 4

2004/17/EC [Wi§4 2014/25/EU ( (BREETAMR) L 94, 2014 3 ] 28 H, #2430 .
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ensure that such requirements are taken into consideration in the procurement process and that the manufacturers’
ability to effectively apply cybersecurity measures and manage cyber threats are also taken into consideration.
Furthermore, Directive (EU) 2022/2555 sets out cybersecurity risk-management measures for essential and
important entities as referred to in Article 3 of that Directive that could entail supply chain security measures that
require the use by such entities of products with digital elements meeting stricter cybersecurity requirements than
those laid down in this Regulation. In accordance with Directive (EU) 20222555 and in line with its minimum
harmonisation principle, Member States can therefore impose additional cybersecurity requirements for the use of
information and communications technology {ICT) products by essential or important entities pursuant to that
Directive in order to ensure a higher level of cybersecurity, provided that such requirements are consistent with
Member States’ obligations laid down in Union law. Matters not covered by this Regulation can include
non-technical factors relating to products with digital elements and the manufacturers thereof. Member States can
therefore lay down national measures, including restrictions on products with digital elements or suppliers of such
products that take account of non-technical factors. National measures relating to such factors are required to
comply with Union law.

B DR RIS R 2% HE_EORBESK,  J25 FE 6 P A RSt I 45 2 4 1 T R 7 B D 2 OB IR B g - SR, 4R (EWD

2022/2555 ME TZIRLH 3 FR PRI A SRR B TS PR 100 46 22 4 XU B LA i, X P RE AR LRI 22 A it BORIX
SE A P 2 LA SR 1 B i R 2 22 A BRI B B e R I e B, IRGEFR S (EU) 2022/2555 A FARREZ )
RSN, s [ AT BUR R 245 4 0 A B E B SR A B SRS EOR (ICT) PR AN AN 0 2% 22 4 35K, At O 5 v 0 1A
2 AR, RIS ER AL ZURT G BRI T RLE R 853 5L 5% o AR 81 AR i ) S 00T DL I 5 AT M0 on sk 107 i S Ll i
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{14}  This Regulation should be without prejudice to the Member States” responsibility for safeguarding national security,
in compliance with Union law. Member States should be able to subject products with digital elements that are
procured or used for national security or defence purposes to additional measures, provided that such measures are
consistent with Member States” obligations laid down in Union law.

(24D A ZRANANR A i 57 T I BV A A 7 [ K 22 A P B Bl 0 L R Dy [ 5 2 4w [T 9 ) PR s s P 1) A 3
TEER A7 R AN I, AR 5 R BV R 5 FAO R 0 1 L 55

{15} This Regulation applies to economic operators only in relation to products with digital elements made available on
the market, hence supplied for distribution or use on the Union market in the course of a commercial activity.
Supply in the course of a commercial activity might be characterised not only by charging a price for a product with
digital elements, but also by charging a price for technical support services where this does not serve only the
recuperation of actual costs, by an intention to monetise, for instance by providing a software platform through
which the manufacturer monetises other services, by requiring as a condition for use the processing of personal data
for reasons other than exclusively for improving the security, compatibility or interoperability of the software, or by
accepting donations exceeding the costs associated with the design, development and provision of a product with
digital elements. Accepting donations without the intention of making a profit should not be considered to be
a commercial activity.

(15) AZFBIGAFHZE & &M MR T LR A B AR om0, RIE R Wi sl b Oy 7E R 8 T3 70 B st F i

PERER o PR MR Bl RS RLANURT AR 7= e 3, 3 A WSCHGRE H S AR [T R B BOR SCHF IR 5 2 . BRI
LB A BT B HA IR S AR I B TR A A e A e . A VB E R AR LAAMI H A EEA NBARAE N 2, 8
B P i Berh . P ARCNR BEA RO IRIG o o 2 AR T e S AR I A A R s 3

{16)  Products with digital elements provided as part of the delivery of a service for which a fee is charged solely to recover
the actual costs directly related to the operation of that service, such as may be the case with certain products with
digital elements provided by public administration entities, should not be considered on those grounds alone to be
a commercial activity for the purposes of this Regulation. Furthermore, products with digital elements which are
developed or modified by a public administration entity exclusively for its own use should not be considered to be
made available on the market within the meaning of this Regulation.
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(16) fEAMSSIRMEN — M T fh i B Eer u s i i, AN 2 AU i lel 5 ik 553878 BB R I SEPrlAs, 1
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HARTICRI oy ARNANA KGR E T L.

(17} Software and data that are openly shared and where users can freely access, use, modify and redistribute them or
modified versions thereof, can contribute to research and innovation in the market. To foster the development and
deployment of free and open-source software, in particular by microenterprises and small and medium-sized
enterprises, including start-ups, individuals, not-for-profit organisations, and academic research organisations, the
application of this Regulation to products with digital elements qualifying as free and open-source software supplied
for distribution or use in the course of a commercial activity should take into account the nature of the different
development models of software distributed and developed under free and open-source software licences.

(17) ATFREIFARVER S ARV SR ABSOREE RISHAB SR A KB X, A BT it e 5 e, Jufdit

H H A TFEBAF T AR, Rl ADNRURR Rl . g1al ok, NS AEE RIS 2 ARBTFHUE RIS, A%
38T AE RS B b R 8 s T B i TR S B B JC R K P b, 225 FEAE 1 ol S TR AR R FT R 23 AT
BAF AN R R AR PR -

{18}  Free and open-source software is understood as software the source code of which is openly shared and the licensing
of which provides for all rights to make it freely accessible, usable, modifiable and redistributable. Free and
open-source software is developed, maintained and distributed openly, including via online platforms. In relation to
economic operators that fall within the scope of this Regulation, only free and open-source software made available
on the market, and therefore supplied for distribution or use in the course of a commercial activity, should fall
within the scope of this Regulation. The mere circumstances under which the product with digital elements has been
developed, or how the development has been financed, should therefore not be taken into account when
determining the commercial or non-commercial nature of that activity. More specifically, for the purposes of this
Regulation and in relation to the economic operators that fall within its scope, to ensure that there is a clear
distinction between the development and supply phases, the provision of products with digital elements qualifying
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as free and open-source software that are not monetised by their manufacturers should not be considered to be

a commercial activity. Furthermore, the supply of products with digital elements qualifying as free and open-source

software components intended for integration by other manufacturers into their own products with digital elements

should be considered to be making available on the market only if the component is monetised by its original

manufacturer. For instance, the mere fact that an open-source software product with digital elements receives

financial support from manufacturers or that manufacturers contribute to the development of such a product should

not in itself determine that the activity is of commercial nature. In addition, the mere presence of regular releases

should not in itself lead to the conclusion that a product with digital elements is supplied in the course of

a commercial activity. Finally, for the purposes of this Regulation, the development of products with digital elements

qualifving as free and open-source software by not-for-profit organisations should not be considered to be

a commercial activity provided that the organisation is set up in such a way that ensures that all earnings after costs

are used to achieve not-for-profit objectives. This Regulation does not apply to natural or legal persons who

contribute with source code to products with digital elements qualifying as free and open-source software that are

not under their responsibility.
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{19}  Taking into account the importance for cybersecurity of many products with digital elements qualifying as free and
open-source software that are published, but not made available on the market within the meaning of this
Regulation, legal persons who provide support on a sustained basis for the development of such products which are
intended for commercial activities, and who play a main role in ensuring the viability of those products (open-source
software stewards), should be subject to a light-touch and tailor-made regulatory regime. Open-source software
stewards include certain foundations as well as entities that develop and publish free and open-source software in
a business context, including not-for-profit entities. The regulatory regime should take account of their specific
nature and compatibility with the type of obligations imposed. It should only cover products with digital elements
qualifying as free and open-source software that are ultimately intended for commercial activities, such as for
integration into commercial services or into monetised products with digital elements. For the purposes of that
regulatory regime, an intention for integration into monetised products with digital elements includes cases where
manufacturers that integrate a component into their own products with digital elements either contribute to the
development of that component in a regular manner or provide regular financial assistance to ensure the continuity
of a software product. The provision of sustained support to the development of a product with digital elements
includes but is not limited to the hosting and managing of software development collaboration platforms, the
hosting of source code or software, the governing or managing of products with digital elements qualifying as free
and open-source software as well as the steering of the development of such products. Given that the light-touch and
tailor-made regulatory regime does not subject those acting as open-source software stewards to the same
obligations as those acting as manufacturers under this Regulation, they should not be permitted to affix the CE
marking to the products with digital elements whose development they support.
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(200 The sole act of hosting products with digital elements on open repositories, including through package managers or
on collaboration platforms, does not in itself constitute the making available on the market of a product with digital
elements. Providers of such services should be considered to be distributors only if they make such software available
on the market and hence supply it for distribution or use on the Union market in the course of a commercial activity.
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{21} In order to support and facilitate the due diligence of manufacturers that integrate free and open-source software
components that are not subject to the essential cybersecurity requirements set out in this Regulation into their
products with digital elements, the Commission should be able to establish voluntary security attestation
programmes, either by a delegated act supplementing this Regulation or by requesting a European cybersecurity
certification scheme pursuant to Article 48 of Regulation (EU) 2019/881 that takes into account the specificities of
the free and open-source software development models. The security attestation programmes should be conceived in
such a way that not only natural or legal persons developing or contributing to the development of a product with
digital elements quahi}mg as free and open-source software can initiate or finance a security attestation but also
third parties, such as manufacturers that integrate such products into their own products with digital elements, users,
or Union and national public administrations.
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{22} In view of the public cybersecurity objectives of this Regulation and in order to improve the situational awareness of
Member States as regards the Union’s dependency on software components and in particular on potentially free and
open-source software components, a dedicated administrative cooperation group (ADCO) established by this
Regulation should be able to decide to jointly undertake a Union dependency assessment. Market surveillance
authorities should be able to request manufacturers of categories of products with digital elements established by
ADCO to submit the software bills of materials (SBOMs) that they have generated pursuant to this Regulation. In

order to protect the confidentiality of SBOMs, market surveillance authorities should submit relevant information
about dependencies to ADCO in an anonymised and aggregated manner.
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(23)  The effectiveness of the implementation of this Regulation will also depend on the availability of adequate
cybersecurity skills. At Union level, various programmatic and political documents, including the Commission
communication of 18 April 2023 on Closing the cybersecurity talent gap to boost the EU's competitiveness, growth
and resilience and the Council Conclusions of 22 May 2023 on the EU Policy on Cyber Defence acknowledged the
cybersecurity skills gap in the Union and the need to address such challenges as a matter of priority, in both the
public and private sectors. With a view to ensuring an effective implementation of this Regulation, Member States
should ensure that adequate resources are available for the appropriate staffing of the market surveillance authorities
and conformity assessment bodies to perform their tasks as laid down in this Regulation. Those measures should
enhance workforce mobility in the cybersecurity field and their associated career pathways. They should also
contribute to making the cybersecurity workforce more resilient and inclusive, also in terms of gender. Member
States should therefore take measures to ensure that those tasks are carried out by adequately trained professionals,
with the necessary cybersecurity skills. Similarly, manufacturers should ensure that their staff has the necessary skills
to comply with their obligations as laid down in this Regulation. Member States and the Commission, in line with
their prerogatives and competences and the specific tasks conferred upon them by this Regulation, should take
measures to support manufacturers and in particular microenterprises and small and medium-sized enterprises,
including start-ups, also in areas such as skill development, for the purposes of compliance with their obligations as
laid down in this Regulation. Furthermore, as Directive (EU) 20222555 requires Member States to adopt policies
promoting and developing training on cybersecurity and cybersecurity skills as part of their national cybersecurity
strategies, Member States may also consider, when adopting such strategies, addressing the cybersecurity skills needs
resulting from this Regulation, including those relating to re-skilling and up-skilling.
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{24) A secure internet is indispensable for the functioning of critical infrastructures and for society as a whole. Directive
(EU) 20222555 aims at ensuring a high level of cybersecurity of services provided by essential and important
entities as referred to in Article 3 of that Directive, including digital infrastructure providers that support core
functions of the open internet, ensure internet access and provide internet services. It is therefore important that the
products with digital elements necessary for digital infrastructure providers to ensure the functioning of the internet
are developed in a secure manner and that they comply with well-established internet security standards. This
Regulation, which applies to all connectable hardware and software products, also aims at facilitating the compliance
of digital infrastructure providers with the supply chain requirements under Directive (EU) 2022/2555 by ensuring
that the products with digital elements that they use for the provision of their services are developed in a secure
manner and that they have access to timely security updates for such products.
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{250 Regulation (EU) 2017/745 of the European Parliament and of the Council () lays down rules on medical devices and
Regulation (EU) 2017746 of the European Parliament and of the Council (') lays down rules on in vitro diagnostic
medical devices. Those Regulations address cybersecurity risks and follow particular approaches that are also
addressed in this Regulation. More specifically, Regulations (EU) 2017(745 and (EU) No 2017[746 lay down
essential requirements for medical devices that function through an electronic system or that are software
themselves. Certain non-embedded software and the whole lifecycle approach are also covered by those Regulations.
Those requirements mandate manufacturers to develop and build their products by applying risk management
principles and by setting out requirements concerning [T security measures, as well as corresponding conformity
assessment procedures. Furthermore, specific guidance on cybersecurity for medical devices is in place since
December 2019, providing manufacturers of medical devices, including in vitro diagnostic devices, with guidance on
how to fulfil all the relevant essential requirements set out in Annex | to those Regulations with regard to
cybersecurity. Products with digital elements to which either of those Regulations apply should not therefore be
subject to this Regulation.
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(260 Products with digital elements that are developed or modified exclusively for national security or defence purposes
or products that are specifically designed to process classified information fall outside the scope of this Regulation.

Member States are encouraged to ensure the same or a higher level of protection for those products as for those
falling within the scope of this Regulation.
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M Regulation {EU) 2017]745 of the European Parliament and of the Council of 5 April 2017 on medical devices, amending Directive
2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009 and repealing Council Directives 90/385/EEC and
93/42/EEC (O] L 117, 5.5.2017, p. 1).

") Regulation (EU) 2017/746 of the European Parliament and of the Council of 5 April 2017 on in vitro diagnostic medical devices
and repealing Directive 98/79(EC and Commission Decision 2010{227(EU (O] L 117, 5.5.2017, p. 176).
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(27}  Regulation (EU) 20192144 of the European Parliament and of the Council ('") establishes requirements for the
type-approval of vehicles, and of their systems and components, introducing certain cybersecurity requirements,
including on the operation of a certified cybersecurity management system, on software updates, covering
organisations’ policies and processes for cybersecurity risks related to the entire lifecycle of vehicles, equipment and
services in compliance with the applicable United Nations regulations on technical specifications and cybersecurity,
in particular UN Regulation No 155 — Uniform provisions concerning the approval of vehicles with regards to
cybersecurity and cybersecurity management system (') and providing for specific conformity assessment
procedures. In the area of aviation, the principal objective of Regulation (EU) 20181139 of the European Parliament
and of the Council (") is to establish and maintain a high uniform level of civil aviation safety in the Union. It creates
a framework for essential requirements for airworthiness for aeronautical products, parts and equipment, including
software, that includes obligations to protect against information security threats. The certification process under
Regulation (EU) 2018/1139 ensures the level of assurance aimed for by this Regulation. Products with digital
elements to which Regulation (EU) 20192144 applies and products certified in accordance with Regulation (EU)
2018/1139 should not therefore be subject to the essential cybersecurity requirements and conformity assessment
procedures set out in this Regulation.
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